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Supply Chain Security ex-

amines the recent Solar-

Winds breach and its im-

pact on suppliers. EB Spec 

2678 undergoes a major 

revision. The Supplier Risk 

Group looks at unanticipat-

ed detrimental events. 

Please let us know what you think 

about this bulletin! 

Send questions about any article, con-

tent suggestions and comments to 

Ken Mason at 860.433.4834 or email  

EBSIB@gdeb.com 

 

Update 

LETTER TO THE SUPPLIERS 

_______________________________________________________________________________________________________________________ 

In This Issue... 

 

Even as vaccines are being 

administered, remain vigi-

lant and follow CDC 

guidelines to ensure your 

workplace stays as free 

from positive cases and the 

Covid variants as possible. 

As a reminder, on January 11th, 2021, Electric Boat went live with full procurement 

functionality in Oracle iSupplier. We would like to thank our Suppliers for working 

with Electric Boat during this transition and for providing the necessary feedback 

to help Electric Boat improve our processes and business practices. 

  

If you have not yet registered for iSupplier or you need to add additional users to 

your account, contact your Electric Boat Buyer. All iSupplier training materials as 

well as trouble shooting tips can be found on the EB Supplier website. If you expe-

rience issues with iSupplier and your Buyer is unable to help, contact the Electric 

Boat Supplier Help Desk at eb-spars@gdeb.com. 

The next phase of our iSupplier transition will be to enable functionality for Sup-

plier Quality and Receiving transactions. More information and detail will be pro-

vided as we get closer to releasing this new functionality. In the meantime, we ap-

preciate your patience and support.  

The employees of Electric Boat thank you for your continued efforts during the 

pandemic to provide the material necessary to deliver the advantage that protects 

our sailors, our families, and our freedom. 

Sincerely, 

Oracle EBS Team 

USS Thresher (SSN 593) Lost at Sea April 10th, 

1963 off Cape Cod with all persons aboard. 

http://www.gdeb.com/suppliers/5_esupply_ecommerce/attachments/Suppliers_Registration_and_Login_Troubshooting_Tips.pdf
http://www.gdeb.com/suppliers/5_esupply_ecommerce/attachments/Suppliers_Registration_and_Login_Troubshooting_Tips.pdf
mailto:eb-spars@gdeb.com
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 FROM THE SECURITY DESK 

FireEye, SolarWinds, and Complacency 
From Ryan Little— EB Supply Chain Security Manager 

 

On December 9th, FireEye, a cybersecurity consulting and incident response company, disclosed that an attacker had 

targeted and accessed their Red Team tools. These tools are used to assess and test their customer’s security and in the 

wrong hands can be extremely dangerous. FireEye’s investigation concluded that this attack was the action of a nation 

with top-tier capabilities. In response FireEye rapidly deployed hundreds of countermeasures to detect and block the use 

of these stolen tools. The information being gathered by FireEye is also being shared with others in the security commu-

nity so they can update their tools as well. 

On December 13th,  the Cybersecurity and Infrastructure Security Agency (CISA) released Emergency Directive 21-01: 

Mitigate SolarWinds Orion Code Compromise (https://cyber.dhs.gov/ed/21-01/) in response to a large scale supply 

chain attack on SolarWinds Orion software. As the investigation into this attack continues, government agencies and pri-

vate contractors are being identified as affected. More entities will be determined to be affected as the investigations con-

tinue. The SolarWinds attack, which places backdoors into affected systems that allow an attacker to enter networks and 

remove valuable information, is how FireEye was compromised. 

While investigation continues, there are some things to understand from these attacks. The first is that supply chain at-

tacks are increasing. Attackers understand that gaining a foothold and exploiting vulnerabilities in the supply chain can 

have huge ripple effects. Another is that critical updates to software are issued almost daily. Ensure that your IT staff is 

taking the appropriate measures prior to applying these updates. Part of this planning is tracking and managing your 

software inventory to understand which versions are present in your company. This allows your IT staff to quickly identi-

fy if affected software is installed on your network when a compromise is discovered.  

This is also a great opportunity to remind ourselves not to be complacent. If a company that focuses on cybersecurity can 

be affected by vulnerabilities, anyone can. Complacency in our security practices provides an opening for our adversaries 

that can have often disastrous results. No matter our role in the supply chain, we must be vigilant on a daily basis to keep 

safe and secure. If you see something, say something. 

CMMC and DFARS Interim Rule Updates 

Speaking at an event hosted by CompTIA on January 26th, Katie Arrington, the chief information security officer for De-

fense acquisitions, said CMMC will officially provide reciprocity for FedRAMP audits, as well as those the DOD’s own 

Defense Industrial Base Cybersecurity Assessment Center has been conducting since the summer of 2019 and by the In-

ternational Organization for Standardization, or ISO. This provides additional fidelity to the questions I have received 

from many of you in the supply base regarding CMMC. If you or your providers are currently certified to one of these 

standards, that effort will help get you to CMMC compliance. 

One of the key points that continues to be at the forefront of CMMC discussions is the role of a Plan of Action & Mile-

stones (POAM). In the current NIST 800-171 world, POAMs are a common occurrence as not all organizations have all 

controls implemented, typically because of legacy applications or operating systems. Often, specialized equipment is not 

capable of implementing the security requirements either. Going forward, CMMC will not allow the use of a POAM to 

document controls that are not met.  

Some of you have contacted Electric Boat asking about the Supplier Performance Risk System (SPRS) website. We rec-

ommend that users having issues with the SPRS website contact their help desk directly. Unfortunately, EB cannot pro-

vide support for their page as this is a government system. As a result of the DFARS Interim Rule, new contracts are be-

ing issued that include a requirement to perform a basic assessment for NIST 800-171 and load the result into SPRS.  

https://cyber.dhs.gov/ed/21-01/
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 IN CASE YOU MISSED IT 

EB Spec 2678 Undergoes Major Revision 

 

The revision is available for viewing on the EB External site and includes these changes:  

Electric Boat Specification 2678, Quality Control Requirements for Procured Material, has been updated to Revision N. 

This revision was initiated to address recent changes to NAVSEA 0948-LP-045-7010, Material Control Standard.  

One of the most significant changes is reporting non-conformances or latent defects using the Letter of Advisement 

(LOA). Paragraph 9.3 provides the guidance that an LOA is required for all non-conformances applicable to the purchas-

er’s material regardless if the non-conformance or latent defect is discovered from a Purchaser’s audit, EB, NNS, DCMA, 

BPMI, or the Supplier’s own audit program, or by some other means. In addition, Appendix F was added to the specifi-

cation to provide a reporting template which identifies the information needed by the shipbuilders to adjudicate the is-

sues within their own quality systems.  

Another change was to add “Upgrade of material from a commercial specification to military specification” procedure as 

a special procedures that requires approval by shipbuilders. Procedures are to be submitted via the Vendor Procedure 

Approval Request (VPAR) application in SPARS.  

In addition, Appendix A paragraph 4 was updated to provide guidance on controlling of Level I material at the vendor’s 

facility. This change was implemented based on In-Depth Supplier Assessments (ISA) observations.  

Other notable changes:  

 Added “ISO 9001 Quality Management Systems as modified by Supplemental Technical Requirements (STRs), (See 

Standard Clauses 60-5, 60-19 & 60-58)”. This change aligns EB2678 with the QMS requirements in standard claus-

es.  

 Added 7.6 Wedge Test direction from ASTM F606/F606M-16 paragraph 3.5.1. This provided clarification to vendor 

base on requirements on wedge testing fasteners. This direction was removed in revision 34 of Electric Boat Stand-

ard Clause 60-29  

 Updated requirement in Appendix A 5.3.c., that “Level I be legible and sufficient size to be easily recognizable.” This 

meets 7010 Rev 3 requirements.  

 

EB Spec 2678 Rev N requirements will be invoked by Standard Clause 60-29, Revision 34.  

 

Questions regarding EB 2678 can be sent to EBSIB@gdeb.com for adjudication. 

The Submarine Industrial Base Council 

(SIBC) invites all suppliers to the subma-

rine industry to become members. There 

is no cost to join.  

Go to submarinesuppliers.org to learn 

more. 

Go to EB Landing to lis-

ten to the March 11th 

podcast with Admiral 

(Ret.) Paul Sullivan on 

ship certification. 

https://submarinesuppliers.org
https://eblanding.com/
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ELECTRIC BOAT INITIATIVES 

South Yard Assembly Building Update 
 
From EB Communications: 
 

Electric Boat has achieved a major milestone with the completion of drilling 

all 505 casings and rock sockets supporting the structural deck for the South 

Yard Assembly Building project. The structural deck is nearly 90% complete. 

We have completed fabrication of the precast 

concrete sections that make up the decks sup-

port structure and have set over 1,200 of the 

1,624 beams and flat deck pieces. We have 

poured nearly 50% of the structural slab. 

Completion of the deck is anticipated in the 

April timeframe and vertical construction is 

anticipated to commence soon thereafter.    

Follow EB Social Media 
Facebook: 

General Dynamics Electric Boat 

Twitter: 

@GD Electric Boat 

Instagram: 

gdelectricboat 

YouTube: 

GD Electric Boat 

LinkedIn: 

General Dynamics Electric Boat 

EB Landing: 

www.EBlanding.com 

Supplier Risk Corner 
EB Supply Chain Unanticipated Detrimental Events 

Electric Boat’s VIRGINIA and COLUMBIA Class construction schedules are imperative to support national defense ob-

jectives.  From time-to-time, unanticipated detrimental events can present themselves, and in such cases it is imperative 

that open lines of communication be established to ensure supply chain continuity.  Detrimental events can range from 

power outages to natural disasters, and can result in employee absenteeism, prolonged disruption in availability of utili-

ties, damage to contractor/government property and facilities, or delays in sub-tier material availability.  When unantici-

pated detrimental events occur, EB’s Supplier Risk Group executes the following process: 

If there are lasting impacts that require facility repair, equipment replacement, or similar requirements, it is required 

that affected suppliers will provide a brief assessment of the timeframe to restore full operations, as well as the resultant 

impact to EB’s supply chain.  If a supplier’s facility has not been impacted by an unanticipated detrimental event, a re-

sponse with a positive statement is required, and should indicate no impact to forecasts for material deliveries against 

open Electric Boat purchase orders. 

EB’s Supplier Risk Group monitors unanticipated detrimental events regularly.  In such events, it is imperative that Elec-

tric Boat hears from its suppliers in a timely fashion, and that all impacts to material availability, whether positive or 

negative, are known to Electric Boat.  Please contact EB’s Supplier Risk Group at SupplierRisk@gdeb.com to learn more 

about the process for unanticipated detrimental events. 

mailto:SupplierRisk@gdeb.com

