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SUPPLIER NEWS 

Cybersecurity and Compliance on Your Business Networks 

Cybersecurity DFARS for protection of unclassified information are a relatively new set of requirements. These 

requirements are an important element of an overall cybersecurity initiative. This initiative begins at Presidential 

directive level and is being driven out to all tiers that work with our critical technologies. Compliance to these new 

rules can be complicated to work through, especially for small businesses. This article will discuss the first of the five 

basic requirements of the Cyber Security DFARS (252.204-7012) for the protection of Covered Defense Information 

(CDI) on all covered contractor information systems. 

 

CDI is defined as any information you receive from Electric Boat marked either For Official Use Only (FOUO) or 

NOFORN. When processed electronically, it is in scope for this DFARS requirement. Be sure to check your 

Purchase Order’s Terms and Conditions for applicability of this DFARS requirement to your work for EB. 

 

Adequate security means implementing the security controls from NIST SP 800-171. Documenting how you meet the 

controls is done in a System Security Plan (SSP). NIST provides a sample SSP with the Special Publication (SP) at 

their publications web site https://csrc.nist.gov/publications/.  

What if you don’t meet all of these controls? First, some are expected to be not applicable (NA) for all items. Not 

every system has all the possible information system elements that the NIST SP had to consider. As an example, if 

your business does not use VOIP phones, then control 3.13.14 would be NA. Simply document that in your security 

plan. Otherwise, there are two other possible answers for controls not met: 

1. I don’t meet it now but I expect to get there. In the SSP, identify the control you do not meet, and develop 

a Plan of Action and Milestones (POAM). The POAM is used to describe what steps need to be done to 

become fully compliant and the estimated completion date. Since the intent is to be fully compliant, you must 

document the condition and track it through completion. The compliance gaps and POAM are not reportable 

to the DoD. The POAM is maintained as an attachment to the SSP. A template is available as the same 

location noted above. 

2.  I can’t meet that control, but I do have other steps I take. Here an approved waiver is required. A waiver 

documents the condition, why it can’t be met and other factors that mitigate/minimize risk of not being fully 

compliant. The waiver must be approved by the Authorizing Official. For the Cybersecurity DFARS, only the 

DoD Chief Information Officer can waive these requirements. Submitting the waiver is done via the 

Contracting Officer who is the Navy’s primary point of contact for a specific contract. As a subcontractor to 

Electric Boat, your EB buyer is  able to provide you this contact information.  

 

In summary, a fundamental element of compliance to the subject DFARS is an enacted SSP, documented POAMs 
and any approved waivers. The DoD provides additional content on this and other related subjects at the web site 
https://dodprocurementtoolbox.com/site-pages/new 
 
Any question on this article can be submitted to Electric Boat Industrial Security’s Compliance Office at 
EB.Supplier.Security@gdeb.com. 

For additional assistance, suppliers may reach out to the national Procurement Technical Assistance Center: http://
www.aptac-us.org/ 

A quality security product is an important element of a quality delivered product 
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