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Cyber Forensic Analysis 

This is the last in the series on DFARS 

252.204-7012 (Safeguarding Covered 

Defense Information and Cyber Inci-

dent Reporting.) Cyber forensic analy-

sis should be like a well-written detec-

tive show.  Ultimately, we are conduct-

ing a detailed root cause determina-

tion; answering the “what happened” 

questions.   

How to Formulate the Answers 

If malware is isolated, activities that 

specialize in the analysis of these types 

of activities will want a copy of the bug 

so they can decipher the event and de-

termine the best strategies for protec-

tion.  

A misconception the Industrial Securi-

ty Compliance Office (ISCO) has ob-

served with implementation of the 

DFARS are suppliers simply stating 

that they are compliant with the re-

quirements of NIST SP 800-171. This is 

NOT enough. Suppliers must ensure 

they are aware of, and have plans in 

place to assure they are DFARS com-

pliant. A must have are DoD Certifi-

cates to support the reporting require-

ments; Procedural Steps in place for 

these forensic requirements are found 

in paragraphs (d), (e), (f) and (g).  

Testing the Process 

Paragraphs (d), (e) ,(f ) , and (g) apply 

only when you have identified a report-

able incident. However, this is not the 

time to discover your recovery proce-

dures conflict with requirements to 

capture information. Training on re-

covery procedures is also a key ele-

ment. NIST SP 800-171 control 3.6.3 

states you must test your incident re-

sponse capability. Some basic testing 

of isolating and recovering an asset 

and how imaging tools can be used to 

capture the required forensic data in 

the recovery steps will keep you ahead 

of the game. 

Discovering, Isolating and         

Reporting 

Discover and isolate are the important 

words in paragraph (d). Nearly all cur-

rent virus protection software supports 

some type of quarantine of detected 

items. The FAQ page at the DoD pro-

curement toolbox states that if your 

anti-virus software quarantines mal-

ware before it launches, a reportable 

incident has not occurred. However, if 

during subsequent scanning malware 

is found on your systems that made it 

past initial detection, it is a reportable 

condition and the malware should be 

isolated as part of a reportable inci-

dent.  

Paragraph (d) then states “submit the 

malicious software” to DC3. Instruc-

tion for malware submissions to DC3 

are provided under PGI 204.7303-2 

(Safeguarding Controls and Require-

ments) or go to                                

https://www.acq.osd.mil/and search 

malware submission.  

Preserving the affected systems is sep-

arate and distinct from quarantining 

the malware. This is keeping a separate 

off-line copy of the affected asset or 

server and/or back up media involved 

in the incident. This can be done 

through imaging (aka, Ghosting) soft-

ware. This element needs to be incor-

porated into your business recovery 

plan. If your current plan is to re-

image to recover from an infection you 

should add a step to capture the affect-

ed image and save it off-line. In addi-

tion to the affected computers, other 

related logs are required. Relevant 

monitoring and Packet capture data 

means the content from network moni-

toring devices such as firewalls or oth-

er network monitoring.  

This data is kept for up to 90 days from 

your initial report of a cyber incident; 

in the event the DoD determines a 

need for forensic analysis. If the DoD 

says we need the data then paragraphs 

(f) and (g) become applicable and you 

are obligated to provide the DoD with 

access to all data collected and access 

to the physical hardware affected. 

Be advised that Enhanced Security 

Controls include data reporting re-

quirements which are being passed 

down in contracts to Electric Boat and 

will require pass down to our supply 

base. This means the “kept for up to 90 

days” stated in the previous paragraph 

is amended with a new requirement to 

submit affected data to DC3 within 15 

days of incident discovery. Keep an eye 

out for the “Enhanced Security” lan-

guage in future contract efforts with 

Electric Boat. 

With any luck you will never need 

these steps in your incident response 

procedures. But they should not be 

over-looked in the Incident Response 

plan and routine testing. Be sure to tie 

procedural steps to the requirement of 

the DFARS so the origin of the require-

ment is clear, and be sure to maintain 

awareness of changes to the require-

ments as we progress. Cyber security 

today validates an observation by an-

cient Greek philosophers that “the only 

constant is change.” 

 
 


