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SECURITY BRIEFING 

Cyber Security and Compliance on Your Business Networks 
DFARS 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting 

By Bill Sullivan, Supply Chain Security Manager 

In past articles on cyber security we’ve covered protection require-

ments for Covered Defense Information (CDI) and reporting of 

cyber incidents. This article will discuss CDI subcontracting re-

sponsibilities. The cyber security DFARS 252.204-7012 require EB 

to flow down the DFARS in its entirety to subcontractors where 

we provide CDI. Your company is required to flow down the 

DFARS in its entirety to any subcontractor where you provide 

CDI. 

So where does it all stop? DFARS 252.204-7012 states: 

“ The Contractor shall determine if the information required for 

subcontractor performance retains its identity as covered de-

fense information and will require protection under this clause, 

and, if necessary, consult with the Contracting Officer;”  

How do we then minimize flow down, of CDI? 

First, know how to identify CDI. Information you receive from EB 

that is marked FOUO, NOFORN or has distribution statements or 

export control warning statements and or destruction statements 

contains CDI. 

Second, make a determination if your subcontractor really re-

quires the full content of data EB provided you. That is, determine 

if your supplier has a need to know for the data prior to passing it 

along.  

Alternately, you can develop documents or drawings from data 

provided by EB that you send to your suppliers for quotes or ac-

tion. You must determine if your product retains its identity as 

CDI. As a cautionary note; there are not definitive rules on devel-

opment of products from CDI sources. CDI includes many data 

types and required markings as defined in the subject DFARS, 

diligence must be exercised to assure that each of these data types 

have been considered prior to removing associated markings. Ad-

ditionally, all communication with suppliers on this product must 

then be managed such that you do not re-associate the product 

with CDI.  

An EB subject matter expert can assist with derivative product 

determination and your EB buyer can get SME contact infor-

mation for you. Also as identified in the DFARS, a CDI determina-

tion question can be raised to the Contracting Officer, if necessary. 

Need to know and retention of identity as CDI and tracking how 

far down the supply chain CDI goes are all part of the fundamen-

tal requirements to protect the data. 

Next, if you do flow down CDI, does your supplier know these 

details on need-to-know and derivative products? Does your sup-

plier intend on developing derivative products or flowing down 

CDI? As a DoD subcontractor you are required to assure your sup-

plier knows the data protection requirements. These considera-

tions for 2nd, 3rd and 4th tier supply chain players are significant in 

overall protection of CDI. 

Tracking data flow is an important aspect of data protection and 

not just down the supply chain but also laterally across your busi-

ness. When you get a purchase order from EB, the contract info 

goes one way, the CDI goes another. Manufacturing details are 

developed from the CDI and details go to the shop floor and get 

loaded into production machinery.  

Do you know who in your business has had access to the CDI and 

do they have a need to know for the CDI? There are many ways 

that possible inadvertent flow down can occur. The following are 

some basic questions you should have an understanding of in pro-

tection of CDI:  

 Is your production machinery networked? 

 Who does your IT support?  

 Does the machinery manufacturer come in from time to time 

to calibrate, update, or perform other maintenance?  

 Do you remove CDI prior to maintenance?  

 Does printed material (documents, drawings) get locked up at 

night? 

 Who has access to your facility after hours? 

Other tips for suppliers: 

While we tend to have good security practices in the work place, 

home and public environments and personal accounts are typical-

ly not as secure. To assure you are protecting the data: 

 Use a managed business email account as opposed to a per-

sonal email account for processing or viewing CDI. 

 Do not process CDI at home on a home network, unless spe-

cifically approved.  

 Use a business managed cell phone or smart device to review 

business email and do not use personally owned devices for 

business.  

 Do not use a public WiFi (an airport or coffee shop wireless 

network) to view CDI, unless your company provides a solu-

tion such as a secure VPN. 

Additional information can be found at DoD FAQ (https://

dodprocurementtoolbox.com/faqs/cybersecurity/cybersecurity-

faqs). 


